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[d Server Mode :

1E [Server Address] H » ¥§E Z 2t Document Capture Pro Server FTE A IRES - EAI B 2 £ 252 fAF
JCHY IPv4 ~ IPV6 ~ EHEZFEE FQDN /&= o £ FQDN /&R & - aJLUEA US-ASCIl & ~ 8F - =&
BEFIR (FEEFTERM

[ Client Mode :
&€ [Group Settings] SAf# A Document Capture Pro (Document Capture) 18 E H iR s E¥4H o

4, BT [RE]°
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FHZERRERRE (FTP) FTP fAIARES B A MR E FTP R ARES B A BMUREHH#T
ER KRR o

RFHZ2S T84 B BHRREBNETE EFHHRRBEMNRE

I E Document Capture Pro (i BAERRBEERE PR E IR IR

Document Capture Pro Server ) e

£ WSD 5 (ZBR Windows)

N SR FEPSE F Windows Vista S E FTHRAN - 0] LUE R WSD $## ©
E 0 LAME R WsD B ERF » [EM (WSD)] e RS SR REFHESIEHIER L -

1. 77E Web Config » AR [Services] > [Protocol] °

2. H&RRTE [WSD Settings] HF 2 4%EX [Enable WSD] ©
HEZE - BIRTENI/EEERK - B&A LR Web Config ©
EARZE BTULBLEET 5 -

3. 32T [Next] 8 ©

4. MERREWRT RE] °
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RIEEE
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1. EEREBERE
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4. EE[EEF] -
{# Fl Web Config $11T R &R E

FRUEENEERE

ARARHRNEANRETEERE - FRECHEARRRERRE -
BY&E
B AR HEERNERER D ETESERE

1. 17E Web Config » AR IZEEN [System Settings] > [Power Saving] ©

2. A [Sleep Timerl SR » EREFERAFRELAEES -
BB A AR IE 240 £8E (D EEAEN) o

3. #H¥T [Power Off Timer] 32 EEARARER o

% T [OK] °
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TE F£ HIE AR
ERMBORHER - ETRBTFAHRRE -

&

1. 7#EY Web Config * A EN [System Settings] > [Control Panel] ©

2. BEERXRETHIER -
1 Language
FEEBIER LRINBERES ©
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[ Panel Lock

WSE [ON] - ERHTHRESHESRRMNRER - LARMATEESEN - MRRR

5 E’f&%ﬂﬁrﬁﬁ °
1 Operation Timeout

A-A-

EER

}
)I]]]I]
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WEREE ON] - AIERLIEERESDZEAR  EREEHEE  YEE—REBEREEMER 2

REZIGER °
SERIEARRTE 10 BB 240 D88 (U REAL) 2 BAVKERE o

3. ETI[OK] e

HEEAR
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2% TE J1NEH 57 T B PR %l
A B PRSI USB E AR © M HRTERRH AR UM E X IFHE
1. 1ZHU Web Config » A& IZEN [System Settings] > [External Interface] ©

2. #EH [Enable] B [Disable] °
EEMRF - 55EE [Disable] ©

3. EHE[OK]

ER A [ ) AR 2% [E] 25 B HA B2 R

WMRIEE CARRE - ATLARG L B E RS R R o

1. 77HU Web Config » A2 EY [System Settings] > [Date and Time] > [Time Server] °
2. &H¥f [Use Time Server] 2B [Use] ©

3. ¥ [Time Server Address] i A B3 5 {a] AR B8 {41k ©
BT LAE R IPv4 ~ IPv6 25 FQDN 183 © B A 1B 252 B F ot - MMRBKRIEELLIER
E °

4, ¥ A [Update Interval (min)] °
BB Z A LR E 10,800 D38 (LA D EER () o

5. T [OK] °

BEE
& O£ [Time Server Status] A HE 52 A5 [ (7] R 28 AV EE AR AR BE o
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4. WAENS  AREEE MEE]
5. BRI 0 RABEE FEE -
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EEERTEEMANEHET

7. BEBHERE] 9)*%@5%6&?3%@5’9 [FEE] °
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Q WMREH RE] > [BARE] > RERER] RER MR AEZRGHEREMEBRE-RIEB 2% - FHS

Hé}f'e\ o
L (EEERE SMEWN [BF) 5 [FR) YW ASTEESRER  SuLUEESRREZEERE -

5 Web Config BB EE & %15
& 0] A Web Config ;R EEEE XS ©

1. 12HU Web Config @ #R#& 32 E [Administrator Settings] > [Change Administrator Authentication
Information] ©
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2. EZEE A ZE [New Password] 1 [Confirm New Password] © A E R

EXZE2MRE
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3. #EBEL[OK] °
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O FERTERBEHENEERER -
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HEE
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REEWER -
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EXZ2MRTE
HH it
B AR RE HEEHEBNZEFBARRSIIRE
TEMRE MR L 2MERRIE » W SSL/TLS 3BAR ~ IPsec/IP EFE2ER IEEEB02.1X ©
RBEEH Document Capture Pro Server B335 E2{ Web Config TR EH I ENRBEEHF -
FREH BREWEHREHRE -
i - FHIFERERIE MERR SRS - B BRI - B HI/ISR - SRIRIERTRSER - BEGHISRS AR HALERE -
R EFERE EEXRAHBRE ZFHIBRTE ©
BEERTE EEEHTENEEESBBHIRTE °
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FHEMEAEESEMEBMBERFHE - BURBIBREEREMETIREFESR - NEEFTRINEE
FUEESIZZER -

BREEMBERE
1. 7Bl Web Config » #AEZEE [Services] > [Protocol] °
2. BEXEREE -
3. BT [Next] °
4. T [OK]°
RENSERDFHISE
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AR F ARV ER i E

EARBE Rk

Bonjour Settings BAIEE RS EE M Bonjour ° Bonjour AAKESHE « BEEE -

SLP Settings & T RS2 A SLP ThAE o SLP B FH K4 Epson Scan 2 M 31T EpsonNet Config. AR B4R 1€
WSD Settings ST RUAEE B WSD ThEE © BUBTR - SETTHIE WSD KRBt WSD EEHRETIRM -
LLTD Settings ZRIRUASE A LLTD Thae - RUALLIhREE - S B RTE Windows FEKEIH o

33



EEEEAHA

BERZ2MRTE
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LLMNR Settings AR A fZ A LLMNR ZhaE RO L IhEES - BI{E &L FE A NetBIOS » 1 REEE DNS i
AR BTBARAT ©
SNMPv1/v2c Settings OIS E R B RUA SNMPV1/v2c o IEIHRETEITREBRTE - BiEEFEE -
SNMPv3 Settings BAEERERUA SNMPV3 « ERIARBEMHREE » BZEZ o
HEAEA
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» %34H “BABEREEE"
S o
B EREEE
EPSON - -
EEaEy LB
[SFT 3R ETRTRTESARETE o SEPERNRESE . AEERLECRTRESE.
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o SLP 3E
i 7 B SLP
—
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o |
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B LLTD Exe
ERAGE Aot Comficatn TG 4 B LLTD
HELE mEEZR EFS0H
LLMHR 388
4 B LLMNR
HH REEEEMR
Bonjour Settings
Use Bonjour BEIER - &8 Bonjour EEHFHLEE -
Bonjour Name | E ZA7R Bonjour B7§ o
Bonjour Service Name &M LABE R I 5% E Bonjour R7E &8 ©
Location ZER Bonjour (VB &8 ©

SLP Settings
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Enable SLP IZREVLLTE B B SLP Thae o E A Epson Scan 2 B2
EpsonNet Config FHIMRAREIRE ©

WSD Settings

Enable WSD EEVLTE B RURER WSD FTIRRETNEE - A WSD Eik

REITHIEN BT o

Scanning Timeout (sec)

A WSD Z i T/ERBMERE G £ 3,600%) °

Device Name

BARWSDHEEZTE -

Location

FARWSD VB ZHE -

LLTD Settings

Enable LLTD ECIE B BUA LLTD o 1F888 € BA R 1T Windows A% B
Mo

Device Name FARLLTDEE R -

LLMNR Settings

Enable LLMNR EREV L TE B BUE LLMNR © BI{ESESEEA DNS » th R EE

NetBIOS i, 7] 15 F E RE AR AT ZHRE °

SNMPv1/v2c Settings

Enable SNMPv1/v2c EEVARRA SNMPv1/v2c © EERRR 3B SNMPV3 BYF
%€,
Access Authority B SNMPv1/v2c # R ETFEURHE o ZBEL [Read Only] 5

[Read/Write]

Community Name (Read Only)

A 0 F 32/ ASCII (0x20 & Ox7E) FJT °

Community Name (Read/Write)

A 0 2 32 18 ASCIl (0x20 & OX7E) FJT °©

SNMPv3 Settings

Enable SNMPv3 EARZEUL A8 - SNMPV3 &R o
User Name FEAVTEA 1 ZE3R2@EFETT

Authentication Settings

Algorithm BREVER R SNMPV3 FEEE ©
Password A ERTE SNMPv3 RS o

BZHE A 8 & 32 i ASCIl (0x20—O0X7E) £t » SR EKig
ELIER » BEEEHREEH -

Confirm Password

W AGEE AR o

Encryption Settings

Algorithm BEUINEE SNMPV3. BUEE £
Password DN SNMPv3 YRS o

RS A 8 & 32 @ ASCIl (0x20—0X7E) F 7T © tIR A KIE
EWIEE > BEEHEREEH -
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MEEAER
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AEFHAEKE AR RENEEABAER -
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RAREEE

& T] {5 F§ Web Config fi [Status] FEFRIEL BT HIE ©
(d Product Status
BERS - MRE - EMES - MACHEE -
(1 Network Status
EERIESHRAE 1P {73t - DNS AAREEEE o
[ Panel Snapshot
BREEEFER EMBER CERHEBIRE -
1 Maintenance
BEFRKAE FHRERS o
(4 Hardware Status
RERFHMIBIOME -

HEBEH
= %£22H “1ZH Web Config”

EEHE (Epson Device Admin)

& 0] LA F Epson Device Admin B2 IRIEFF 2 B ° Epson Device Admin A FF R E B NA TR+ H

KE - TXHMETENEIRINRE ©

MEBEARIEER EARENFAEN - 523 Epson Device Admin HIEEEA A SE A

0 KEEKE
ERILR B FER P HNRE  ABRKEBREEE o 2R Epson R E (ANENFREEVFHR) BREHEERE
EEMERNRKER - SR UERIEM  BEEARBEEIK P AUt
B LR EER USB EERERERKRPERNESE - BFEREE M L E Epson Device USB
Agent °

QO RERE
CARYOEREEE MAKRARERR WIS BEEARAREEAERbRE -
BRERIXE o B IR ARIEIK IP AR E EISIR IP it o

QO EERE
BRI LUEBRES 48R F HBRREEFAEN o B EEER USB BiRRERE RN B
B UKRCEHERBEBFECHMAGNERE - BEEREB USBERGESRNERE  BFELE
Epson Device USB Agent °
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> WIEBE FEAFELE ©
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ERETEHAHEA

EAAE AL EAESHRERNEBEFBHRERETRME - ERZ WM 5 EEF it - WiRE
EHLWEBANEM -

A E A RREEEREALLINEE -

MEEAE
» %398 “EEIHFERS

BREEFEHHFBEA

EEFRALIhEE » BAEREER 4 ARES o

1. 12El Web Config » $R7%& 12 [Administrator Settings] > [Email Notification] ©
2. WMALZAMERE FEEBANE FB4bUE o

3. BESTHFBANES -
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5. ¥ [OK] °

HEAER
=» 55228 “7FHl Web Config”
» %398 “‘mEEF4FERES"

B B BRI AR 28
TR EA - BN TES o
0 FHES RO -
0 EHHETBABEEN o

1. 1ZHU Web Config @ #A7& 3212 [Network Settings] > [Email Server] > [Basic] °

2. EREEWARE-
3. EE[OK]°

EFTEENRESER °

HERER
» %228 “17H Web Config”

EGHaRsacED
e

=» £40H “EHARBKRERE"

Iz R A R

39

=4
B
BY
Zk4
B



EEEEAHA

BREREERTE
= AR
BHRRESFREER
EPSON .
ERERY WPV - WT T RS » B
= s B AR e R T R R
E AL TR,
b k] .CAmaE
i - B Root Cantificatn iR
Entam BT SHTPEA
i £ ERaEIEES admin
EHUS EREER PPTPTTTTTTTY]
Bjeane B AR Wi adminSexmple.com
B v FimEREa e : :
T SMTPEBESOE smitp, mcampe. coom
ue SMTEEE SRR 75
DRTEtRES i =
BE AR o] B
EERE EIB RGN,
H miaeetnE FHESAWE  RiEREERIRT S RERRSE SRR TES,
HER POPIRERHIL
H siET POP e R T
O A SR
=R TR HHE
A E L R e T
BERSRTPRMERT
EEwpREEmE ) 8
ErEEER]
EAEE
ONS/Fron
EHmm
HE 2B SR A
Authentication Method EERRBEEIEHRRENBRETR o
Off SEE AR ETEMSREESEA -
SMTP AUTH FEEHHFREEZIE SMTP B o
POP before SMTP BB AR FEE POP3 A fRES °

Authenticated Account

ZIR3RIE [SMTP AUTH] =X [POP before SMTP] fE % [Authentication Method] » HIFEE A
EREEEVIR S A58 (0 2 255 f@F 7T ~ ASCI #& 3K (0x20—0x7E)) °

Authenticated Password

EIRIRIZ [SMTP AUTH] 2}, [POP before SMTP] 4E % [Authentication Method] + BIFEEIAE
BENERO0Z20@FTZE  AEAA—Za—2z0—9H$%& *+-/="_{|}~@)°

Sender's Email Address

MASTHENS FEMU o AT 0 F 255 @2 BHI ASCII (0x20—0x7E) F7T * 78
Fi(O<>[ ¥ % [.] FAEEE—@EFT -

SMTP Server Address

B 0E 255 EFT  AJLMEA A—Za—2z0—9 - o« XA LA{E A IPv4 2 FQDN &= °

SMTP Server Port Number

AN Z 65535 IEF o
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RIFREERE

5B

RELEHA

Secure Connection

EEET

BHRARBRNZZERSTE

None Z1871E [POP before SMTP] 13212 7 [Authentication
Method] » B4R 77 7EBIERE % [None] ©
SSL/TLS tETHRELE [Authentication Method] 32 2 [Off] 2§ [SMTP
AUTH] BB R] A o
STARTTLS Lt INBEAE [Authentication Method] 385 & [Off] B [SMTP
AUTH] BFENE] f5E /R
Certificate Validation ERALLThEE  BREARIENR S o EERTES [Enable] ©
POP3 Server Address FIRIRIZ [POP before SMTP] YE£ [Authentication Method] » BIFE# A POP3 {al R 2§t 0
B 255 BF T2 0 AER A—Za—z0—9 .- o EATLAEF IPv4 5 FQDN &3 ©
POP3 Server Port Number EIRIRIE [POP before SMTP] 4% [Authentication Method] * BIE# A 1 2 65535 {EF T
Zﬁm%%°
HEER

=» 5398 “EEEAERE

BREFARIFES

1. 7#HY Web Config » A% #£1Z [Network Settings] > [Email Server] > [Connection Test] ©

2. EiE [Start] °

BB E F B RMRBMNESRAR - TRARER - SRTFRERE -

HEER

» 52228 “1FH{ Web Config”
» ENE ‘BHARSSESIRSE”

BHARREFIFHASE

HE

w9t 8

Connection test was successful.

BRI 3 2R AR AR AV E AR T S BURILERLS.

Check the following. - Network
Settings

SMTP server communication error.

UTEREERAE
QO FHESREEER
O SMTP Al AR ES =4
O ETEAGRRES
0 BERETREBNER
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EEEEAHA

RIFREERE

M

POP3 server communication error.
Check the following. - Network
Settings

UTEREERAE
QO FHESREEER
QO POP3 fAlfAREE =4
O ETEARRARES
0 BEREFTREBNER

An error occurred while connecting to
SMTP server. Check the followings. -
SMTP Server Address - DNS Server

LT ERERERAE
O EZ DNS Rl ARBSRVE 4R K L
O SMTP {AlfRES A BB ARAT K BX

An error occurred while connecting to
POP3 server. Check the followings. -
POP3 Server Address - DNS Server

LT REERAE
O Ed DNS {a) R ES HVIE 47 K BX
 POP3 1] RESHY B FERFT K B

SMTP server authentication error.
Check the followings. - Authentication
Method - Authenticated Account -
Authenticated Password

SMTP {a] iR B8 B 35 ok BB - R ERLLAE ©

POP3 server authentication error.
Check the followings. - Authentication
Method - Authenticated Account -
Authenticated Password

POP3 {Al AREEERFE K BREF » SEARILENE o

Unsupported communication method.
Check the followings. - SMTP Server
Address - SMTP Server Port Number

ERATXENERGEETENN - SEREAR -

Connection to SMTP server failed.
Change Secure Connection to None.

A ARESEE A Pk 2 B B¢ 4 SMTP TFABRFIVIESR » SRfARES A48 SMTP 22 3E
4 (SSLER) B SRETMAE o

Connection to SMTP server failed.
Change Secure Connection to SSL/TLS.

A ARESEE A Pk 2 [E B¢ 4 SMTP TABRFIVIEIR » A AREE ESRE A SSL/TLS 3
1T SMTP L2405 » SF RIS -

Connection to SMTP server failed.
Change Secure Connection to
STARTTLS.

ARESEL A F i 2 B4 SMTP FABRFER » S fAAREEE SR A STARTTLS
(T SMTP Z2EGHS » ERMAE

The connection is untrusted. Check the
following. - Date and Time

RSN B HEBRBRETERE  SURRBHK  SETUHAE -

The connection is untrusted. Check the
following. - CA Certificate

LRSS EHERRIBEMRBRE - 5 CA Certificate WRE A - AISRERI
g

o
K

The connection is not secured.

FMENERCERE  AIgERUAR -

SMTP server authentication failed.
Change Authentication Method to
SMTP-AUTH.

RBRES A A F i 2 B A0Bn 8 5 R T ARRT I
AUTH °

SRRILEE o AREEE SMTP

SMTP server authentication failed.
Change Authentication Method to
POP before SMTP.

el ARER A0 i 2 B MVBREE 5 A TARRTES - SRURILALE - AR A&
SMTP AUTH ©

Sender's Email Address is incorrect.
Change to the email address for your
email service.

EENTHEE T U FIERE  SERLAE -
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BRIFEEERTE
Cannot access the product until FHETRSSERAE -
processing is complete.

HEER
» F41H “REHIARIIER

EHEIEE

{# Fl Web Config E#T#8&
£ Web Config EX]58 - REXNRERERPRER -
1. 7#EX Web Config » AR EY [Basic Settings] > [Firmware Update] ©

2. IET [Start] °
BemragER  NREEEHNHE  SERIEEM -

3. ¥RF [Start] » REKBEE LIS RETERIE -
B &E

&0 7] LA Epson Device Admin #2188 - A LB R EEBFEPVHRBEN - ECEFHZEEEN

ZERnK > EREA - WEFMEN - 552 Epson Device Admin FiEFR S A ©
HEER

= 55225 “1FH{ Web Config”
= %5515 “Epson Device Admin”

3B fF A Epson Firmware Updater B $7 &) 52

G AEERS £ 1€ Epson AL THEEMEE - RAREB USBEREZRRXBERE AT HIE - 1IN

TEEEBPERES  BFERUFE
1. 17HY Epson #ub 0 T & EEE -
2. FRUSBEBEEEESTHIRBMNEKEZZTHRE -

3. EMTTHEMN exefgXE o
Epson Firmware Updater & BERNERE) o

4. RREE LR TRETIRIE -
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RIFREERE

BHRE

& AT Hi Web Config VR EIR B @ LAGIELETH B B E| HAbiF s -

AP e
BE R E
[EHFHBNGIERTE °
1. 1FEU Web Config @ A& E$E [Export and Import Setting Value] > [Export] ©

2. BELEEHNREE-

BRECEEHNREE B EBREXRER  FHEIGSEE - AR BEEETHEERKRTESR
(40 1P i3k %) MESEERAY T 185 -

Hg

3. W AREELUNEE HA
EFEEREE T A E A

o

I3

==
ES
==
ES

c HETBEMEER - RIFEEA -

H

4. T [Export] °

g BEEEIE:

EREEHFHESWRIKERTE » MIFHESR BB P it - 55322 [Enable to select the individual
settings of device] * ABREIFEFLIER  BENHEERANRSRIFHES

A&
=» %228 “17Hl Web Config”

BEARRTE

#& & H B9 Web Config 12 RE A ZIFHHES o

BERER:
BEASHEEREN anFiEas Sk P i) MREER @ FRRE —EFRATSER N P
it o F IPUALEE - FHERAEEEAREE -

1. 7#EX Web Config » A& 212 [Export and Import Setting Value] > [Import] °
2. EREEDE RARWAMNBEE -

3. T [Next]

4. BELBEREANRE » REBIRT [Next]

5. T [OK] °
RENSERTFEHWE -
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R B

R G E

B R [ RE B /DA ER
FRIETHFMPRAFZER -
O P AR A

RIEEEERFEEE  EEANFREENE -

EEARFEARBEBENTER

MRAR B AR - AT LUEBEREA RS - LDAP AR E MR - EARSRMBRERED

ANEE EH 2R) AVARBR e SRR EAR AR SRIHRE -

< Bl

IR R R E

EZEFIER D EHERRE

T S OB R R E A E TR ME o

1. EEEEWRRRE -

2. SR (RGEE > (EEEHEERE > BERE -
3. BEME  ABLRR -

4. BARTTRAER - BhE (EERA] -
MRTEE FR) ERBRERBRER  EMSEHEMA -

RERERE K BRYEM

£ A Ping i8S &EEE — Windows

A LAER Ping IE S RIBREMEDERZERFNGE - FEBT ISR €A Ping BESMEERE -

1. RELBLERENFHEES P EZNU -
& 7] LAE A Epson Scan 2 @& Z v 3 ©
2. MTEMIESRERER -

J Windows 10
ERRRE LIZBEARSIRE RBBEGSIRRET]
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fR R

1 Windows 8.1/Windows 8/Windows Server 2012 R2/Windows Server 2012
BTREARAEN  AREEMSRERRTT

[ Windows 7/Windows Server 2008 R2/Windows Vista/Windows Server 2008 I & & i 4%
ETHRE  BREEIXKDER] > MBEARER] > [WSRRFT] °

3. B [pingxxxxxxxxxxxx] » REIZ T (Enter) # o
B AR IHESMY IP AZHE XXX XXXXXXXXX ©

4, MEBFARRE o
MRFWMBANEMEEBT > BERUTHE

MR BN ERAEEN - SERUTHE
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EEEEAHA
fR R

F M Ping IESHREES — Mac0S
BRI LUMEA Ping IES RIERENBLGEZFHET - BFER/TILE » FAPingIESREER -

1. RELVEREWFEZERS P AL -
& 0] LA FH Epson Scan 2 & :Z A 4k o

2. BTHEERARRER -
1£ [Spotlight] R A [ ABRENX] -

3. T [Pingl REIFRE - WASLELS R 1 RER P ik - REKIZT [Ping] °

[ NoN ] AR T AR
T Net_statL__ookgp ~ Traceroute  Whois  Finger BHifSEIS
A ENT ping MEEZELTLE
:XXX.XXX.)(XX.XXX (%30 10.0.2.1 = www.example.com)
(ST IRBIE/ ping
O R 10 {@ ping m

4. BEBAME -
MR RN EREEE - SERUTHE

(ev e AT AR
Bt Netstat [QENGE Lookup Traceroute Whois  Finger Rfif§iis
A8 ABH4T ping MEEREALAE -
| XXX XX XXX XXX | (B0 10.0.2.1 5% www.example.com]
BT IRB Y ping

O 5@ (10 {8 ping m
b4 bytes from T 1cmp_seq=4 ttl=b4 time=4.4/Z ms

64 bytes from : icmp_seq=5 ttl=64 time=1.662 ms

64 bytes from : icmp_seq=6 ttl=64 time=5.020 ms

64 bytes from : icmp_seq=7 ttl=64 time=0.185 ms

64 bytes from : icmp_seq=8 ttl=64 time=3.676 ms

B4 bytes from : icmp_seq=9 ttl=64 time=13.5BB ms

i ping statistics
18 packets transmitted, 18 packet{recei\ted, @8.08% packet loss ]
round-trip min/avg/max/stddev = 1.'
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MR BN ERAEEN - SERUTHE

eCe® HEITAEN

fift  Netstat Uil Lookup Traceroute Whois  Finger ##if8#is

AR E 4T ping MEEREAIL »
SOCLOOOC XK (%130 10.0.2.1 5 www.example.com)

{5 FEREE /Y ping
O =% (10 {ii ping h I‘:'I'YF"_ i

Hequest timeout for lemp_seq 5
ping: sendto: Host is down
Reguest timeout for icmp_seq 6
ping: sendto: Host is down
Request timeout for icmp_seq 7
ping: sendto: Host is down
Request timeout for icmp_seq B

— ping statistics
18 packets transmitted, @ packet{received. 108.8% packet 'loss]

{58 7 48 B R B2 HY 1 R

#5517 B Web Config

FHENPUUNRTERESE?
{# 3 Epson Device Admin B, EpsonNet Config Bt & IP {u il °

EHRIESR RS EE AR SSL/TLS B9 Encryption Strength #t 2 INZEThEE ?

& AR SSL/TLS BY Encryption Strength #tE MNZETHEELN T Frif © Web Config ERITE X E TSIt E N2 Th e
PBIEEEPETFE - BMERSF/IMB IR

0 80 fiJT : AES256/AES128/3DES
Q 11227t © AES256/AES128/3DES
O 128 27T : AES256/AES128

Q 192U JT : AES256

0 256 LT : AES256

fE F SSL @B&H (https) 2EX Web Config B3R [BH | 8 -

ERHEBRH  FEFESER BMEEIHHACAHER  mEAE LERERRENALE -

£ A SSL 3BRM (https) 72EX Web Config I HHIR [Z2 M EENERB LT - - - | fE -

#H¥J [Common Name] Fita A B E Y B R FB/HRFES CSRVIFHEE IP UL A TS AZBBEE T
HE o FHEEHEVSIE ARE » S FiRHES2ME -

E 525 B A1 1B Proxy fRAIBREE1FER
LR B AIE A Proxy [AIARES @ BB B RIE MY Proxy 3R E ©
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fR R

J Windows

BEEIZEH A > S ANAMR AR > (FHERARREIE] > EE] > (EBIEMARERE] > [Proxy [AARES] » ARE
BRI T E A Proxy A IRES ©

J MacOS

EMRSRG RE] > (M > GER > (RIEARE - ARERHREL IHERDNREMRERE]
B e AL o

&35 :
192.168.1.% : M7 192.168.1.XXX » FHEIE=E 255.255.255.0
192.168.%.* : K3 192.168 XXX XXX » F#IEKIE = 255.255.0.0

HEER

» %228 “17H Web Config”

» %158 18K IP zit”

w» 55528 “fFFH EpsonNet Config $8JK IP fit”

WA ZBR /D IP ik REE R EpsonNet Config

E R Windows Z2MEMBH A BEME - BB [Block] * [Cancel] E [Shut down] ?
HIEE (FH] - (BUBISK [BERA] » IP [t MR E 1B AS NS B/R1E EpsonNet Config 3% EpsonNet Setup L ©

EEEELREE  FEA Wlndows B Kt & T 2 2 B i BB #& EpsonNet Config BEZ BB - HIBEFE
RS L 2hEEEE  FESHERBE - BEEMA EpsonNet Config °

BAARANRENFEREAE?

#11T EpsonNet Config I3 EY [Tools] > [Options] > [Timeout] * A& il [Communication Error] 5% iE HY B
RE - 1% » EEMTIEEE R EpsonNet Config FUEIITRE I8 o

HEER

» 5E51H “#11T EpsonNet Config — Windows”
w» 55528 “#11T EpsonNet Config — Mac 0S”
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Bt 8%

P %

il ALY

TXHMEEN SRR BEAVEEE -

Epson Device Admin

Epson Device Admin @ — R AIZEHERELZEZRR  AREENEBEEENEARER o &0 BRI
REEMNEBEFMAEN BERERBEA REVHEFABRERS - B UEVESREEE NE
X BEEEAHAREERZHMESR o &0 Epson Device Admin i Epson ST R UE T & o MNFEF
HHERT - 5526 Epson Device Admin BIER B S EERER o

#11T Epson Device Admin (&3 B /A Windows)

EEVATE ] > [EPSON] > [Epson Device Admin] > [Epson Device Admin] ©

MyaE :
EHBEFANABETR » 55 FTEE Epson Device Admin ©

EpsonNet Config

EpsonNet Config FI;ZZA SR EIE SR ERHB[MNRRBRT » WIEIK IP iR EF#EFEHEN o Windows X1
HOREREINEE  ANFHEFME - 7526 EpsonNet Config RUEH BB EHER ©

g | E _
\\B=4 EpsonNet
|\ el Config

SE Version

hitializing

#11T EpsonNet Config — Windows

EEFTAFE] > [EpsonNet] > [EpsonNet Config SE] > [EpsonNet Config] ©
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BfaE
= BB ABER » B AFFFE EpsonNet Config °

#11T EpsonNet Config — Mac OS

ENAI{E] > [FEF 2] > [Epson Software] > [EpsonNet] > [EpsonNet Config SE] > [EpsonNet Config] °

EpsonNet SetupManager

EpsonNet SetupManager @ A2 V5 HBEZ TR EHFNEE » LN EFHBEDER - URZHE
Document Capture Pro ° WEXEE AF AR BEERE UM —WEBEMN » WERA 2 BAE -

WMFEFHAER - FBEHIEHEE Epson AL o

{8 A EpsonNet Config $8JK IP {31k

& A] £ A EpsonNet Config #% IP {3t FE R4 15188  EpsonNet Config Al IP (LB TEFE A Z K
MR ER 2 B R BIEIRNVFHES -

£ AR R E K IP ik

BRI ENESR
BT EA MAC (it EEME R ZRBIE R 88 » B FARRE IP UUEAIET SYLKAER o
1. BRGEERXRERZER (W Microsoft Excel) 3 M F4REESE ©

2. EE -5 A [Info_MACAddress] * [Info_ModelName| E& [TCPIP_IPAddress| {E&:REEE &
15 o

BATHIXFTENREER - 5T EIAB/NBURSM A/ ERTATE  MERE— BT
A hREYRES -

T Frifiem AR EIE B 258 ; & B EpsonNet Config A YRR EEE o

Info_MACAddress Info_ModelName TCPIP_IPAddress

3. WASEMARKSER MAC ik - #E B/ U 1P fudlt -

Info_MACAddress Info_ModelName TCPIP_IPAddress
0000XXXX0001 ALC-XXXXX 192.168.100.102
0000XXXX0002 ALC-XXXXX 192.168.100.103
0000XXXX0003 ALC-XXXXX 192.168.100.104
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4, HABBUREES SYLKIESR (*slk) ©

ERAREERETHRRE

HRERE (SYLKEE) F—RIBRSE P it - SEBERIMEREFETION -
1. ERZARBERSSEREESEHK -

2. BERRINE -

3. X&) EpsonNet Config ©
M LI HENEENSRER WEENREEE— RSB T EET °

4. 1ZT [Tools] > [Batch Settings] °
5. 3T [Open] °
6. HERTEMSMLE  BEESHREMN SYLKIER (*slk) © RAEIET [Open] °

7. BRESEHEHHEBITIHINEE R [Status] R E A [Unassigned] ~ [Process Status] 5% E £ [Assign
Successful]l Y E o

EIEITZEIEEES > BT Cul 5 Shift BEIIZR THiERBE

o

S (M) - EorEE
BER BT AN B

_'.-“ :.f'w Q.;u j mrusas | ) = P

] WEHN 1o P ot inhg_ Whodetams Infa_ WAC A doeps
OEapEEsE EmEra@d® TeRIERALE Saied GEF BACTHTZF Y

OESEEETE MESD TRLIGA LS Series e ]
o : TRLIELIL2 Legefeaad

€ ¥
HTRE LY [P REFE. 1Ens e mE LL ]

8. IET [Transmit] °

9. ERTEBMAEEE - FWARE  REET [OK] -
BWRE -

B EE -
SRENERZFEKRATE  BEIEERTREL - BV7EMEENESGEES  BOBEMNEREEXZE
g °
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B &
10. 1£ [Transmitting Settings] EME A » & T [OK] °
s
i, | TR T -
e
(10
HiE

1. BEERE 2R o
stetmar B o O WEE  RERERENNE  SEBEACTEENKE -

B Status Process Status L

@ Setup Setup Successful HMECEETR °
Complete

# Setup Rebooting 1§$‘“§ﬂ1§ SEEBMUBEENME T HERFARTE - 23
Complete TREUHEEEFRB2EREIUEREHEE -

@ Setup Reboot Failed EERNER  BiRREE RELBERHR 2D
Complete S EEEHME -

: Setup Searching BEERTERPIETNESE -
Complete

@ Setup Search Failed FEIRBCHNENES REXBRRHM R2RCEE
Complete EXRE -7

*ZRBRREENR o

HEAER
» 5518 “#11T EpsonNet Config — Windows”
®» 55528 “#11T EpsonNet Config— Mac 0S”

# P Uit Rk B EKE

A] ¥ A EpsonNet Config # IP {3t B RS R RS ©
1. FIRUFH#EES -

2. FRAZCARKREESEEHBESEZMHEK -

3. R{&) EpsonNet Config ©
Mg CRHEENEENSET WEETREE—RNFESSETR
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4. BEMTEEERENFHEE -

B EE -
MREEGIERKENZERIEES - A MAC IR BIR RS -

5. 2B [Network] > [TCP/IP] > [Basic] °

6. EA [IP Address] * [Subnet Mask] & [Default Gateway] B9{ 3t ©

| ‘Do Perosresrtas E
PRl Bletesd b Soed v P e
Indormiaioe Bomalic 5 Firussd
Basic
Adminesbration Tnéc i
TORIP sl aning Faicowal vabw [P Ackheaaimng
E IF Addedd Temre
Bariaar P fukderki
W=D Suibewet Bk Lt 255 g a
R Dol Datenay 7] i ] i
M5 Ntk
Basc
¥
Tegami [ sl e

ERRABESERIOBE WAL -

7. & [Transmit] °
BREXENNEMNEETR -

8. 1T [OK] °
BRTEHREmMINSER -

B & -
BHEEXEHRE K% [RERYTH - | AENSER - FVEHEE AT AESRHEXER
;]'g °

9. IET [OK]°
HERER

» 5518 “#11T EpsonNet Config — Windows”
= 55528 “¥11T EpsonNet Config — Mac 0S”

FHSRERANERE

FHFSEATIERE - REFTE  AREESRAELERESLTA -
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HWEH

EEEFANHA
Fff 8%
#ExE (HFW) | &4 Bt (RARES) | EAAEE ERIREH
Fies EFEMEX (EFEMHEA) SMTP falfR 25 SMTP (TCP) 25
SMTP SSL/TLS 465
(TCP)
SMTP STARTTLS 587
(TCP)
12 SMTP 4 2 Ai{E A POP (EF B84 | POP falfR=S POP3 (TCP) 110
A
245l WsD A F iR E i WSD (TCP) 5357
#£ Document Capture Pro X 1F il | AFmE FRRERIBIIR | 2968
B2 S
#£ Document Capture Pro #EEIFHEF | APIRE PR AT 2968
WETHEER
AFmE WAEMARRRX (W EpsonNet Config) E217 | 1ZiHEs ENPC (UDP) 3289
HeEREREN FRFHE -
EFERTER (W0 EpsonNet Config) E217 | 1Z1H28 SNMP (UDP) 161
HEEERE NS IR E MIB EH ©
#E WSD F#88 s WS-Discovery 3702
(UDP)
B R E Document Capture Pro V1% | 1RiHEs BT (TCP) 1865
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ERAREEMERZE2MRE

BRARERAVERZ

EAREF RN BERZ

2MHRE

EMInee °

ZEMUREEBRTER

ERBEESEMARE > SARERVETUFE o tih - BAIUSZ AL

MEFEREM - B2
BORRTERARE  AREES -

BTRERIERE  Epson £ERME T ZEZ 2 MRl o
ERBEHEAREFREEMEINRERY  REERELE -

KE  SENERFERREE
' SEEFE - A ARENENE TN ERSIZM - MREE AT FEERE

ST LARRBI BV fE E Bk

HYER

BRI - WRFEIFFE

e2F heema BREAR Bh L B 2

SSL/TLS @31 EEEENBMERCER BARERECARE H FrIEHS R E B R Em N E
SSL/TLS LJUJIJM o FEiBE AREBNCAREREEEN | HABKREKBRRERE
BEETARBARSER | HBEXH - BS o TEMRPRAEER EIREETT
R o BY Epson fal Ak 88 th AT £ FA &)

BEHERE -

IPsec/IP EFiZ BUREATIERBESE | BUERFAEEREAIR REHBRERLCRER
AFRSBREEREENE | REUFREBNAPESR W ERRBEEBERER -
¥ o A IPsec FEB IP A BEREA o
BT (IR EE ) REE
B Bt AR EHE
MAZZMFEEBENBE -

SNMPvV3 CHIEIAE - MIERIRAPE | B SNMPY3 - ARBREER BREBFMREMREEET
EGMEE gE%UZ HEMBRFE - B BB E o
SNMP B IF E BV E R 5T
%~ N - ﬁﬁﬁ%%ﬁ%ﬁﬁ °

IEEE802.1X EAFERRENEREE RADIUS falfR2E (BB MRS | REXEERERKEETI
BEZAME o BEAFFHT HIBRRERE o ERfEF o
HEREFRES -

BG5S EUERILEEE o BEE | BRBKBEEZHE A By b8 BT R EIREN
BENEDRMREHES - BERBRGPREERE FRARFRIE -

AEHEAFERAEENETA
HIThEE °

HEEHR

w» £58H “ERIFHET 2B SSL/TLS EE”

» E66E “fF IPsec/IP ERRINZHIE

» 5E76H “fFH SNMPv3 BAHE”

» £78H “EIFMEZEREZE IEEE802.1X %"
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ERAREEMERZE2MRE

ZEMURERTE

3R 7E IPsec/IP EFi 5} IEEE802.1X BF » iR E1FEL Web Config » £/ SSL/TLS RAZIEREE R - U ENE
HEWEER 2R -

][] 4

E21F 28 2 B AY SSL/TLS @&

% A AR 28 /R RE P B R 4 28 2 I RY SSL/TLS (R 2 BAllim P B /BB 2 2 1) BAEITRIE @ BRI UMEE
fig 2z BRVEMEE - NRERMH IERBFIRRERENFE  FRITIRERE -

BN E 1 BHE

O BB CARE
H CA (BRREEN) RENBEXNARBERREENEIG - BEBL A RXERRBRENALZE - &
A% CAREBREANSELZEMINEE -

0 CABHE

CABRERREZFCLREMRBNE IREE - EREIRRZEMEFINESEER - BXLERE
CA FTRZEE /Y CA BREEIT R IRESEREE -

O BREBERHE

BREEEECHERSEZRTATEENER - EEREN RIS » ELHRFEHRKE - Zi51lt
B SSL/TLS B » BIBES e SR RTEHER o BRI EHE AR SSL/TLS B °

HHBEAE

w» 55588 “HUSIE A CARBRE"
» £62H ‘MR CA HEEBRE

» ¥£63H ‘EHEEREBRE"

S EA CAEERE

8 CABEBRE

EENBCAEERE BBV SR(EHFRBER) UERAZFBEFREEN o B0[FH Web Config KRB
#3 CSR e

BB T 525 B F§ Web Config 237 CSR I ENS CA 3B R% ° £ Web Config 3 CSREF » BFEA
PEM/DER &= ©

1. T#EX Web Config » #1212 [Network Security Settings] #2322 1£ [SSL/TLS] > [Certificate] 5§, [IPsec/IP
Filtering] > [Client Certificate] 3§, [IEEE802.1X] > [Client Certificate] ©

2. 32T [Generate] B [CSR] °
CSREBV EH=MEANRARK o
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3. EREHWARE-

BisE :

AANEREERGEEESREENME - BESEXREENNEEELER -
4, BT [OK] °

TRMEESBERNRER ©

v

5. IEIZ [Network Security Settings] © #2212 [SSL/TLS] > [Certificate] =% [IPsec/IP Filtering] > [Client
Certificate] % [IEEE802.1X] > [Client Certificate] °

6. BEBERBFRBEMNIEERN BT [CSRINEF—ETHE S CSRTREEM -

EEER:
EBIRESE CSR o BRITREMEE A B3 M CA-signed Certificate ©

N
& O
4}%

BAZRFBRMEEN - WHS CA-signed Certificate ©
ERFREBVNEERFARKRESRTE o

8. T IXEEM CA-signed Certificate 17 Z B iF s ARE IRV E R o
BREHTEB WHMERF - CA-signed Certificate FVERS T2 FBERN TR ©

HEEFR

» %228 “1FH Web Config”
» 608 “CSREREIER"

» FE60H ‘EACAEEBERE"
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EEEEAHA

CSR &R EIEH

EPSON . -

ERAREEMERZ2MRE

i o
=0
EEGE
i
it
it}
REUW
[ s
H W FinmEsEHE
El mme s iziE
BS5UTLS
B
ﬂ
EIPsectP S
EIEEESD2 1X

B R

R B

El EEwEaE
EDEGEREWER
B E TR0 W
EEEE RS R
BTEfFET

ETEE
D Sy

R SR - SSUTLS » MM

EWREE
—REW
il
il
i |
Hid
e

ASA Q0G0 - SHA-X56
EPSOaDO0000 EPSCMDOO000: local 152.0,2.123

=

RIESEH A

Key Length

EHCSREBRE -

Common Name

BAEA 1 E 128 HMNF T o BiER Pl - BIXERFFRE Pl o
&)

1ZEX Web Config 8 URL : https://10.152.12.225

—REEHE  10.152.12.225

Organization/ Organizational Unit/
Locality/ State/Province

RS EH A 0 E 64 18 ASCIl (0x20—0x7E) F Tt o A {EAE R 2 RIRF
B o

Country

A 1S0-3166 Fis E IR SLER S o

HEEA
» £58H "HUS CABREBER"

EA CAEEBEF

n BEEEH:

0 HEC ERRTIFMHESN B EEERER o
O ZESHRFE A Web Config I CSR > BHJEARE—IX ©

60




ERAREEMERZE2MRE

1. T#EX Web Config » #1212 [Network Security Settings] #2322 1£ [SSL/TLS] > [Certificate] 5§, [IPsec/IP
Filtering] > [Client Certificate] =% [IEEE802.1X] > [Client Certificate] °

2. T [lmport] °
BREREAEASHEEIRFR

3. EBZHEBWARE-

;fg?f% CSRHBYVERBHENERER » LENZTAREEMAE - RIETSIHBAMALEEEH
O & Web Config BX45 #y PEM/DER & 2 /R 7&
3 [Private Key] : ARRHB[BEENLE SR BB DETRE -
Q [Password] : B EE °
[ [CA Certificate 1]/[CA Certificate 2] © EIE1%
0 #ERKEYS /Y PEM/DER 1& URE
3 [Private Key] : A BEITRE °
O [Password] : FE7ELE ©
[ [CA Certificate 1]/[CA Certificate 2] : =2
0 feBHLESHY PKCS#12 18 URE
Q [Private Key] : B BLE ©
Q [Password] : #EM
[ [CA Certificate 1]/[CA Certificate 2] : FEELE °

4, BT [OK] °
SERENEZRERNER ©

BEE
T [Confirm] HERRRFEE ©

MHEER

» %£22H “1FH Web Config”
» F62H ‘CABREBRIBEARTER"
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CAEEBREEARTIER

EPSON -

[—]

ERAREEMERZ2MRE

HEEHEY
=F1 ]
L A7t ]
ERUE
L
0x
B
[CF
[ v FiPESELE
Emmweaim
ES5UTLS
o
-t |
EiPasctP R
EIEEES02 1X

=il

S

W R

T B

E semaREE
EMRERERERET
SR
EEEYE SRS R
B8]

ETEE
D Sy

=iy

G A58 1
Ch 2

R SR - SSUTLS » MM

a8 (PEMTER)
Brcrwse.... | IS Do

Brcrwee.. | S pem

PSR HTTPS i . IR i,

e RE

=

RIESEH A

Server Certificate={Client Certificate

BUBRRE AR o

Private Key

& FERSEE I /Y CSR BU{S PEM/DER # U /RRE » &5
WEE -

Password

LaPNEAR Ak N

CA Certificate 1

ERENIERK A [Certificate (PEM/DER)] @ FEE AR AR BE 2 BEIZEE

ua'ﬁa’é REZEEER -
CA Certificate 2 ERBMIEIB [Certificate (PEM/DER)] * 5 A% 2 [CA Certificate 1] Z/BEF
FEEMNHNESE - AEEREEER -
rEREE

%%”

/0~ Az

» E60E “‘EA CAEE’

fER CA B BE

BARES - BAIMIBRE EARERE o

ERR BN TEEEFAMNER
g EEEHE:
EEB I RE L AR Web Config 237 #J CSR
CSR I B FT AN RFE o

LB HEACRBRAERE - HUIERT  FRX
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ERAREEMERZ2MRE

1. 7ZEX Web Config » AR E [Network Security Settings] © $ZZ #EY [SSL/TLS] > [Certificate] K [IPsec/IP
Filtering] > [Client Certificate] 5§, [IEEE802.1X] > [Client Certificate] ©

2. &T [Delete] °
3. HEERWAES  BRESEEMRREE -

HEER
=» 552285 “1FH Web Config”

EHBEREERE

ERINER ST HTTPS fAfRARINEE - LA EH B REBERE - LABREZERFBFM Web Config B » H

TEHME

EREABRREERE  HYESLEA CAEBRE -

1. 72EX Web Config » AR EZEN [Network Security Settings] > [SSL/TLS] > [Certificate] ©
2. 1&T [Update] °

3. # A [Common Name] ©
A P A SR BIAE - aNIFHEEEHY FQDN B38 - BRI A 1 E 128 ERIF T ©

BYEE -
&R E AE SR 0 R RI BR8 (CN) °

4. EERENBNHE -

EPSON - -

ey T » SSUTLS = M
=FL ] o 1o RSA MHEHIE - SHA-F56
fifted —RER EPSOMO000, EPSORI000. o,
i i SEID EFS0M CORP.

HME W8 EE (UTC) 20070221 05 2 3B UTC
L IR AT () 10
[ i
H Wi FInmEsE R
SEi R i
Bs5LTLS
B

=23

HiPuaetP BE
BIEEESD2 1X

=i BB

H B

H @R BEE

El EEwmEaE
BB WA ER
R 2 O T M B
AT o BB A B R
BrEEEY

ETEE
D SProonyE
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5. 1T [Next] °
ﬁﬁwun [‘EED,EEJ]—_\ °

6. T [OK]°

FEE SR E S -
FEEE -
BT [Confirm] FEFABEEH -
HEAE

» 5£228 “7ZHI Web Config”

% ECA Certificate

BT ~ BER ~ MIBRCA Certificate ©

BE A CA Certificate

1. 12HU Web Config * #R1& 3212 [Network Security Settings] > [CA Certificate] °
2. 1&T [Import] ©

3. IBELEMEERE AR CA Certificate ©

EPSON .-

EmEw RS RN - CA

={17 ] ch = Browse.. | I M pem
ER#H 2 RBEAA HTTPS @R, , LU 808,

[ s
H W FinmEsEHE
EmBawsEaE
Bs5LUTLS
B
-}
EHiPsect S
EIEEESD2 1X
a3
H ER
@ et
R B
Sty o
EMRERERERET
B ETRDE N ER
ESEIEESREE ) B
BEEiTER

ETEE
DS Promydi:

4, T [OK] °
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BEATRE » &AIR[E [CA Certificate] EH  BENEE/RE A CA Certificate ©

HEEH

» %228 “17H Web Config”

I B& CA Certificate

& O] MIBREE A BY CA Certificate ©

1. 12HU Web Config * #R1& 3212 [Network Security Settings] > [CA Certificate] °

2. TEEEMKRAY CA Certificate 32 > 1T [Delete] ©

EPSON . -

BT
mi
EHiPsectP B8
HIEEESN2 1X
cAmm
EHEE
[ B
[ e B
[SE 8
ANEEERRRARE
R T A B
RIEiTER

BTEE
Do SProm

3. EETRHAES  BRE

A&
» 55228 “7ZH Web Config”

SRR = CA N

T (RWENEAEE] LR O PR R s,
ERPRESTIEEnRRE | TR,

Cmrzificaoe:
| Earal

i vermiczc 3 {0xd)
Jerial Muspsr)

T [ARETEMR] L FRTE,

=R EMBRERE
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£ IPsec/IP EF2 INZ AV

B8 IPsec/IP Filtering
HIFHEE T IPsec/IP EFIE » BAIKIE IP Uit - RIS REEHREIERE - FoE RN  BRBERHSE
ESRHEEETNWAPHEREER o« L BAIFEA IPsec MEREMEEBR ©

HEHENE  FREERRD ERFNSEAZEGERFHIENESEEAEREHE - A EERMAM
ERERERCAERE  FREFARA - HARIREREEAERERERHAN —SSHBA -
FHASEATSCRERAN IPHE - P HESMREFARR 1 210 - BRFRANIEFETRE

BEEE -
4T Windows Vista (] LA AR ) 2%, Windows Server 2008 (2% L % R AN) B S i X 12 IPsec ©

fii & Default Policy

1. 7£HY Web Config * A2 [Network Security Settings] > [IPsec/IP Filtering] > [Basic] °
2. EREEWMAHE-

3. ¥ET [Next]

BRAESHEAAETR
4. 1RT [OK] °
RS MERE -
HEEHR
w» %228 “1FH Web Config”
®» 55678 “Default Policy ;R EEER "
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Default Policy 2 £ 8 B

EPSON A -
ERERY R » PeeclP R » B
=F1 ] TR TN
BRGE EVELERY 1 > BYMLRIN 2 = _ - BN 10 - Hizmmn
- sy [ [ 2 |[3 ][« ][s][s][7][a][a][ 0
i IPsoctP BVR Py Er
Mgz mm
HiaEsr -
v FINSREELE RN 1Psec
E e szim IKE [ # [KEw1 KEw2
ES5LTLS MR [ e
SiPsect S HREsT 2
_— o FL ] e Y
EEENE =
EIEEES0 1X ki T,
Ch =0 R s
HER EaRE £op
[ R
mHERS
B R RMERE
H SEREREaE IKE
o [
BESTE - —
CNSPrandas il =
MR T e
SR Rt Cortficale I
SRR ESP
RH s

IPsec/IP Filtering

RO ER SRS A IPsec/IP BRI INEE o

Access Control

BE PHEREMNZEHLEN -

Permit Access

ENEBRSEARCEREN IPHEES -

Refuse Access

ERULBRSIEEEREN PHERS -

IPsec ERUGREE ATEHEMN IPsec HEBIB ©
IKE Version JZER IKEV1 B IKEV2 1B 3% IKE AR
AR AR RN R BN E e — -
IKEV1 #RE [IKEv1] 465 [IKE Version] » BER FHIIER ©
Authentication Method ;EHQ [Certificate] » EAABRAVSLEAN CAEER
Pre-Shared Key £ 14 [Authentication Method] #2EX [Pre-Shared Key] @ #&
BANR 1M 127 BF T 2EBNELLRER -
Confirm Pre-Shared Key BWALERERARERNEE -
IKEv2 IR IKEv2] 4643 [IKE Version] * EEER T5)IEE °
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ERAREEMERZ2MRE

HE AR e B A
Local Authentication Method IR [Certificate] * BN EELEEIWEAN CABHER
gﬁ o
ID Type BEHUIRHSEMIDEE
ID B ID JERUARRTAVIRIEES ID o
TEBFER Tel « 4] HE [=] EAE—RA=FT -
[Distinguished Name] : B A 1 & 128 18 1 {7t A ASCII
(0x20 Z Ox7E) FJT o BEEGLE [=]
[IP Address] : B A IPv4 5 IPv6 &3 °
[FQDN] : fEFHA—Za—2z 0—9 [-] RAZ () &A1
Z 255 AFTHAES ©
[Email Address] : A 1 £ 128 {# 1 {2 st AY ASCII (0x20
ZOx7E) Ft c BEEBRE [@] °
[Key ID] - 1A 1 & 128 18 1 {u sT4#Y ASCII (0x20 Z Ox7E)
FIT e
Pre-Shared Key # & ¥ [Authentication Method] 32EX [Pre-Shared Key] * &&
AN 127 BF Tt zENELLASE -
Confirm Pre-Shared Key WMALERERARERNEE -
Remote Authentication Method £ZH [Certificate] @ NEETHBILEAN CAERER

o
=

o

ID Type ENMEERIEEN IDER -
ID & B2 1D BAAERFMVIRIEEE D ©

TEER Tel ~ T#] &8 [=] FRE—EFT -

[Distinguished Name] : ¥ A 1 & 128 {@ 1 st #9 ASCII
(0x20 Z Ox7E) Fx - BREEHE =] -

[IP Address] : i A IPv4 B IPv6 153 o

[FQDN] : FFHA—Za—z0—9 [-] RAE &A1
Z 255 AFTHAES ©

[Email Address] A1 E 12818 1 L JTAEKI ASCI (0x20
Z O0x7E) ZJt c BEEBIE [@] °

[Key ID] : 81 A 1 Z 128 {8 1 fL T4 ASCII (0x20 Z 0X7E)
FIT e

Pre-Shared Key

&

& #1 ¥ [Authentication Method] #2EX [Pre-Shared Key]
AN M 127 AFT2ENRELASE -

Confirm Pre-Shared Key

WMALEEAREZNEE -

Encapsulation

¥t [Access Control] 3

BEL IPsec] - EL AR BHERN -

Transport Mode

ER1EHER LAN EFEARHEE - BREUEERIE - 554
EHIPEHEELBME

Tunnel Mode

B BB RN I EE VMR (U0 IPsec-VPN) EfERF
88 HEEULEIE o IPHENEERERSEBMER o

Remote Gateway(Tunnel

Mode)

# &% [Encapsulation] 32EX [Tunnel Mode] » ;&8I AT 1 F 39 BF v 2 BAI R B (3t ©
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5B

RELEHA

Security Protocol

2 [Access Control] 2 [IPsec]

R —{EEE o

ESP EHULEE T RARENENNTEN  WNRER -
AH EEULRIR T RAREMNERN TN - BEMZEERE
Bk S ATLUE A IPsec
Algorithm Settings
IKE Encryption ZHUIKE WINZEE L ©

18 B RI5 IKE R B T RE o

Authentication

BREY IKE MBREEE L -

Key Exchange EEKENEBIEEE -
18 B ARYE IKE WA T A FTR[E °
ESP Encryption EEESP WIMNEEE L o

RBEE Y [Security Protocol] #2EY [ESP] B - LLIBE A 7]
o

Authentication

REYESP MVERRREE L o

RAEE ¥ [Security Protocol] 32EY [ESP] B » tbIB ]
=18

AH Authentication EEAH I EE L o
RBEE ¥ [Security Protocol] EX [AH] BF - tHIE A 7]
H o
HEAE

» 66H “FiE Default Policy”

fic Z Group Policy

1. 7ZEY Web Config  #AE 3212 [Network Security Settings] > [IPsec/IP Filtering] > [Basic] ©

2. BTRERENRERRSIER -
3. EBZHBWARE-

4, T [Next] °
R ESPERZETR ©

5. T [OK] °
BB ER -
HEER

» %228 “1FH Web Config”
= 55708 “Group Policy :REER"
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Group Policy 3 E1E B

EPSON L
= IPgectP IR - B
EEw o tmars e rla
=fTE ] TR TN
1 25 _ 10 > Hi
REGE EVRLTI 1 > BYRUSN 2 = - BV 10 - Fiimn
e 23| 7 S R T
et
e o B EERE R
mAL TEIE FEEFHE
H gt EpRiEE (BFRE) {EFEHRY
W FinmEszn A () 192.0.2.023
B mmw e iE REMRAFE E T
ESSLTLS - o
SliPsect s i ENPC
K SHMP
L_.. ? LPR
EEENE A (RO 100)
EIEEESDZ 1K IFFPRS
~ W5D
CA 30 W5-Descovery
HER Hptani Scan
o Hetwork Push Scan
[ R hetaork Pussh Scan Descowerny
B A R FIP R (8
2 = FTP 1209 (20}
H sEnaRar FTP WK ()
FTP 8 (1B
B CLFS[;;HP
DHSPranas: CIFs R}
TN HERIOS Name Senace (M)
L, LA HetRiOS Datagram Sensce (M)
R oot Cortficate I HetBiOS Sesmon Serace (S8g)
b HetBI0S Hame Serace (BES)
HeBI0S Datagram Serece (REE)
NelBIDS Session Semce (L)
1BE A% E B2 5 EH

Enable this Group Policy

SRR R A AR A -

Access Control

BEIPHERENERHLR -

Permit Access BENRESAHCEEN IPHEES -

ERULBRSIEREREN PHERS -

Refuse Access

IPsec BERIBEBE AOEEN IPsec HEES ©

Local Address (Scanner)

REVER IR VAR IR IE ARSI Y IPv4 (LR IPv6 {udit o 3 1P { ik B BENSIR - BITRE
[Use auto-obtained IPv4 address] °

Remote Address(Host)

W ARKER P AU BURFIFEL © IP (Uit NGB 43 EF T - HRE®A P - FIE

it e s o

B & -

% IP ik 2 BEEIR (Bl DHCP 38K) » AIEE A ESER - BIEFE IP (U
it o

Method of Choosing Port

BREEERENAR -

Service Name

% & ¥f [Method of Choosing Port] #2EY [Service Name] » G2 E— BRI o
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5B

Transport Protocol

R
A& ¥} [Method of Choosing Port] 22 EX [Port Number] » #&4 AR EHFES -
Any Protocol ERUCEE R A EAGEERE -
TCP EEULEIE TR HIE BERENER -
UDP BHUGEE T EER S HEENER -
ICMPv4 EEUEIE AT 4] Ping @8 < ©

Local Port

E#¥%  [Method of Choosing Port] 32HY [Port Number] - B##t [Transport Protocol]
EEHE [TCP] =% [UDP] » B30 A BB SRISRIZFIZINE B » WEFDRE - BHRZH
A 10 EEREERRE o

&35 : 20~ 80 > 119 ~ 5220
ERBRAEEREE > TEEBESIZIIES -

Remote Port

£ #1¥%F [Method of Choosing Port] 2B [Port Number] » B #¥7 [Transport Protocol] 32 EY
[TCP] =% [UDP] - iB# A SRR RIZFIEXHE » WANERSE - BHRZ @A 108
RIS o

&35 : 25~ 80 » 143 ~ 5220
ERBRAEEREE > TEEBESZIIES -

IKE Version ZEY IKEV1 B IKEV2 1E 5 IKE AR o
IR EE BN EEEN _—E S —
IKEv1 AN [IKEV1] ¥ 5 [IKE Version] > ERER T5I1ER o
Authentication Method Z & ¥ [Access Control] ZEHY [IPsec] @ FEEIN—{@REE - 2
ERBRREFERRA—# -
Pre-Shared Key # 14 [Authentication Method] #2EX [Pre-Shared Key] * #&
AN M 127 BAF T 2BHNELHASE -
Confirm Pre-Shared Key WMALHEARERNSIE -
IKEv2 %A [IKEv2] ¥ 5 [IKE Version] » SRR F5IIBR o
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HE R B A
Local Authentication Method £ #1¥%F [Access Control] ZHY [IPsec] @ iR E—{iRE - &
ERARREERRA— -
ID Type BEHUIRHSEMIDEE
ID W AER ID MAVERFRRHER ID ©
FEER Tel ~ T#] 8 [=] FRE—EFT -
[Distinguished Name] : B A 1 & 128 {f 1 t4A#9 ASCII
(0x20 & Ox7E) F 7t °c BEEEE [=] o
[IP Address] : A IPv4 2 IPv6 &= ©
[FQDN] : fFFAA—Za—z-0—9" [-] RAZ (&A1
2255 @F THESE ©
[Email Address] : B A 1 2 128 18 1 fu sTAHAY ASCII (0x20
ZOx7E) Ft o BEEEE @] -
[Key ID] - 1A 1 & 128 18 1 {u sT4#Y ASCII (0x20 Z Ox7E)
FITe
Pre-Shared Key # ¥ [Authentication Method] #2EY [Pre-Shared Key] ' #&
WA M 127 AFT2ENRELAEE -
Confirm Pre-Shared Key WMALERERARERNEE -
Remote Authentication Method E & [Access Control] EEY [IPsec] » &R —{EEE - 2

EREERERRFR & -

ID Type BERGERBCHEEN IDER -
ID & B2 1D BAAERFMVIRIEEE D ©

TEER Tel ~ T#] &8 [=] FRE—EFT -

[Distinguished Name] : ¥ A 1 & 128 {@ 1 st #9 ASCII
(0x20 Z Ox7E) FT o BWEEEIE [=] o

[IP Address] : i A IPv4 B IPv6 153 o

[FQDN] : FFHA—Za—z0—9 [-] RAE &A1
Z 255 AFTHAES ©

[Email Address] : B A 1 & 128 & 1 {2 Jt4HAY ASCII (0x20
Z Ox7E) FJt c BEEBIE [@] -

[Key ID] : 81 A 1 Z 128 {8 1 fL T4 ASCII (0x20 Z 0X7E)
FIT e

Pre-Shared Key

Z &t ¥ [Authentication Method] ZZEX [Pre-Shared Key] * &&
AN M 127 AFT2ENRELASE -

Confirm Pre-Shared Key

WMALEEAREZNEE -

Encapsulation

¥ [Access Control] 3 EY [IPsec] @ &S ARBEHHEEL -

Transport Mode

HRIEAEE] LAN EfEARHEES - FEEEULERTE - 854 B LA
LB IPHESEBME -

Tunnel Mode

B BB RN I EE VMR (U0 IPsec-VPN) EfERF
88 HEEULEIE o IPHENEERERSEBMER o

Remote Gateway(Tunnel
Mode)

# &% [Encapsulation] 32EX [Tunnel Mode] » ;&8I AT 1 F 39 BF v 2 BAI R B (3t ©
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5B

RELEHA

Security Protocol

241 [Access Control] 3 EY [IPsec] » & Bl —{EZIE o

ESP

ERULEIR T RARENEN RN - WNERER -

AH

B2k Bt A LAE A IPsec ©

ERULBRE A RARENENNTEMY - IEMEENE

Algorithm Settings

IKE

Encryption

EEYIKE FYmMZEE L ©
18 B RI5 IKE R B T RE o

Authentication

BREY IKE MBREEE L -

Key Exchange

ZEIKE WERRIEE L -
18 B ARIE IKE SRATAFIRE o

ESP

Encryption

REY ESP MU INBEE L o

RABEE &Y [Security Protocol] 2 EX [ESP] BF
H o

» BLIE /]

Authentication

REYESP MVERRREE L o

RAEE ¥ [Security Protocol] 2 EX [ESP] B
o

 BLIR A

AH

Authentication

ZELAH MBR R EDE ©

RAEE Y [Security Protocol] 32 EY [AH] B
H o

» LLIE /]

MEEAER

» 55698 “fiE Group Policy”

= 55738 “1£ Group Policy L4 & Local Address (Scanner) #1 Remote Address(Host)

» 748 "BHARBRBEESE”

”

£ Group Policy £#5 & Local Address (Scanner) F Remote Address(Host)

Local Address (Scanner) B3 E

IPv4 IPv6*? Any addresses**
Remote IPv4*! v/ — v/
Address(Host) FI3& iE
IPv6*" =2 - 4 v
=R v v v

*1 B & [Access Control] 212 [IPsec] @ BEEIETRIRRE ©
*) Z ¥ [Access Control] B2 [IPsec] » RIS TR IBE AR bt it (fe80:) - {BEHABERIEEEA
*3BRT IPve BAE ARttt o
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#HARAUREEESZE

B &E
A FRNRESERER  BEEEE -
PRi% B8 EAEeER AEERIRRTE | RUGEEIRGEE SEThEE

Any — — — PR RS

ENPC UDP 3289 F—EEER % EpsonNet Config F17 22 EREN72
REEARRHILSFHE

SNMP UDP 161 F—EEE #¢ EpsonNet Config 1 Epson 2358
EEEANSEARSH  ERUES
MIB

WSD TCP F—EiE 5357 25l WSD

WS-Discovery UDP 3702 E—EER # WsD RIS EIEHES

Network Scan TCP 1865 R 82 B Document Capture Pro FI3%
HER

Network Push UDP 2968 F—EEE REREPESEK-

Scan Discovery

Network Push TCP E—EEE 2968 #¢ Document Capture Pro 5,

Scan Document Capture BV 2 15 i 191E
ES=H

HTTP (Local) TCP 80 E—EEE HTTP(S) Al AR 2§ (¥ F Web Config #l
WSD & )

HTTPS (Local) TCP 443 E—EEE

HTTP (Remote) TCP E—EER 80 HTTP(S) AP Ik (AIBEH MR RESE
2 ERE)

HTTPS (Remote) TCP T—EiER 443

IPsec/IP Filtering &Y &ic & &3 /51

Z# I IPsec HE

g HlE AR ETERIFA

[Default Policy] :

[ [IPsec/IP Filtering]: [Enable]

[ [Access Control]: [IPsec]

1 [Authentication Method]: [Pre-Shared Key]
Q [Pre-Shared Key] : SxZ A 127 BF T °
[Group Policy] :

AEE o

{5 Epson Scan 2 ERIR SRR EEZ M
L& AR IS E MR E TR EERNIFHEBLENB -
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[Default Policy] :

([ [IPsec/IP Filtering]: [Enable]

[ [Access Control]: [Refuse Access]

[Group Policy] :

[ [Enable this Group Policy] : A& 751 °

[ [Access Control]: [Permit Access]

O [Remote Address(Host)] : A FimHY IP fidit

[ [Method of Choosing Port]: [Service Name]

O [Service Name] : A [ENPC], [SNMP], [Network Scan], [HTTP (Local)] 1 [HTTPS (Local)] 753 °

ERIETEN P it EWFER

L& A FFIEE W IP A3 FEUF IS o

[Default Policy] :

[ [IPsec/IP Filtering]: [Enable]

(1 [Access Control]:[Refuse Access]

[Group Policy] :

[ [Enable this Group Policy] : A&7 o

[ [Access Control]: [Permit Access]

0 [Remote Address(Host)] : RS EIE S A FimAY IP it

B EE
TBEAREAN - AR WS ERREEFHESS -

Bl & IPsec/IP Filtering FY /& 3%

BB A FIm/EE » 1T IPsec/IPBE - ERERBEREFE » F5HI1E [CA Certificate] ©

1. 1FEU Web Config @ A& #$E [Network Security Settings] > [IPsec/IP Filtering] > [Client Certificate] ©
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2. 1% [Client Certificate] FHFE AR o

SN ﬁ<«[)kﬁaz5?§?ﬂ§““uﬁﬁ$?§éﬁﬁ IEEE802.1X BY SSL/TLS B » BIFIERIEHE I AR IPsec/IP 1B
B o Eg?ﬁﬁz #57E [Copy From] IR IBIRFE - REBIZT [Copy] ©

EPSON -

ERERY SR « IEEERDR 1% » MSIAE

s ETIEES , ANCA MLLSTES , Lmeiyam,
REDE 2l
Pttt ] iz (gl E. 1 ]
Eictem [ £N [ AiEF
£ ]
rERUR L R SELTLER] e e
[ smiEie
B v FIMES
B mme s
ES5LTLS At PR (FEH
EHiPsectP 8
EIEEEBIZ 1X

C5R

H B
=) BiEE ]
H EEwEEaE

BEEIE
DHEPranisd
i Lt o
HUA I Roct Comficale) IR
L dkad

HEEMR
= 5522H “17H{ Web Config”
» 5£58H “HISIEAN CARBEE

&£ F§ SNMPv3 BB E

B8 SNMPv3
SNMP 2 — BB E @ AETESRERE] » LINEESZRK cEEMNER o SNMPv3 2EB{LNERE
ZEMINEERRAN o

55 SNMPv3 B - FIBREE % N2 SNMP 3BT, (51/0) AORAE B IR B3R
WmER - MEEES  SERURER

B > LURE SNMP B (HE) &R

Fl}

Bi & SNMPv3
ERFHRTE SNMPy3 BAHE - BB ESR3 FIE I 1828 RV ZEN ©

1. 1FE Web Config » A& IEE [Services] > [Protocol] ©
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2. 7E [SNMPv3 Settings] &I B8 A BE

3. 3T [Next] °

B ESREEEET o
4. T [OK]°

FEE SR E S -
HEREE

» 55228 “1FH Web Config”
» 55778 “SNMPv3 R EIEE"

SNMPv3 3% 18 B

EPSON C
EREE
SHMPYINGE
St Sl‘lﬂf.:!‘c
RE#E 2
- R I
el HEE TR R public
as HEEER CEILA)
BN
HmEsE SHIAPD 1
rE"" Sesmmiin 7 BRI SN
Hmmeairar WEEE aamin
BER
pLTEY ki RinEE
i ] AHiE M5
Document Cagpturn Pro -
M EiERT -
- 1
[ G P BT
M BEwE T
(112, .2
BESTE WHEE DES
DN & PronydnE WK
M —
FLAGFloct Comficain TS ciaicind
. fzhad
B EPSOH
F=F
1ER R EE2RH A
Enable SNMPv3 BB ERE - SNMPV3 ERUA ©
User Name BMA1E M@ 1 {uTAFET -

Authentication Settings

Algorithm EEREBWEEL
Password # A 8 & 32 & ASCII (0x20-0x7E) T ©
Confirm Password AR ENFIFETHER
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1EHHE AR E 2
Encryption Settings
Algorithm BEUNRREEE
Password B A 8 2 32 {8 ASCIl (0x20-0x7E) T °
Confirm Password WALRENEBEEITRESR -
Context Name BA1ZE 321 uAFT e
HEAE

» %765 “HLE SNMPv3”

AR 88 12 & IEEES02.1X #33%

Bt B IEEE802.1X #AR%
= R 28 X IEEE802.1X » & W] 2 FIE RADIUS fAI RS I SR 4R E 1T HIRR BR =R M IR TSR IE R BR R 25 -
1. 77HX Web Config » #A7& 3 EN [Network Security Settings] > [IEEE802.1X] > [Basic] °
2. ERIERWARE-

3. 1T [Next] °
R E SRR ©

4. 1RT [OK] °

RS MERE -
HEEAR
w» %228 “17H Web Config”

w» 5579E “IEEE802.1X A& :REER"
» 838 “fIEIE IEEE802.1X 2 B M A FENE Rk i7"
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—
IEEES02.1X #BE R EIE B
EPSON "B
B » [EEEROZ2 1 » B
HEEEY MRS ERE » -
=1 i IEEES02 1X (FEREREX) * | i)
ERE EAP SIS EAP-TLS
T, EE D
"l
o E ]
AL HIISH
[CE 1S [AE M D
[ Y FinmeERE T IR - B ]
E e e
Es5UTLS
hovs .
EiPsec 8 i
BIEEESIZ 1X =
BE
t“:j.ﬁ“ -
CA 30
HER
[ Ry
[ e B
H SEREREaE
BT
DHSPranisd
I
HUMEE Foct Comiicale g
S
s %2 5 e

IEEE802.1X (Wired LAN)

U B AR S A EE T AR EE (IEEE802.1X] > [Basic]) A& IEEE802.1X (545 LAN)

EAP Type EEE AR JE 25 B RADIUS A IR 88 2 AV BREE 77 =V TE o
EAP-TLS BB E A CABERE ©
PEAP-TLS
PEAP/MSCHAPV2 AR B

User ID Fii & Z A7 RADIUS {RIARESERFEHY ID ©
A 1 E 128 1@ 1 LT ASCII (0x20 E Ox7E) F

Password Fi B 5 B R B AR -

A1 Z 128 18 1 L TTAERY ASCI (0x20 & Ox7E) 7T ° =& A Windows A1 IRSE1EA
RADIUS falfR2S » BIATE A& % 127 fAF 7T ©

Confirm Password

AL EE AR o

Server ID

& A B B EEEE RADIUS fAIBRZRETER R MY A ARES ID - SRR eSS #HHI1E RADIUS fAIARES
BEXMNARESEE © BB H subject/subjectAltName iz 2 A5 B S MRS ID °

B 0Z 128 1@ 1 L JTAAY ASCII (0x20 Z OX7E) T °

Certificate Validation

TmEE R ERM » BEREBENS © 7 [CA Certificate] PE AR °
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ERAREEMERZ2MRE

1HHE RELEHA

Anonymous Name EE¥  [Authentication Method] #2EX [PEAP-TLS] 5% [PEAP/MSCHAPv2] » BIR A BL B E
B TBRE PEAP B8 < FEER 1 IWEAE ID ©

B 0= 128 1@ 1 L JTAAY ASCII (0x20 Z OX7E) F T °

Encryption Strength BAREUT SIH A —1E o
High AES256/3DES
Middle AES256/3DES/AES128/RC4
HEER

» 55788 “HiE IEEES02.1X A"

B & IEEES02.1X BB F#
FE IEEE802.1X A F iR BE - ELEM B REBHREE N MNERE » BRI [CA Certificate] ©
1. 7ZEX Web Config » AR IE [Network Security Settings] > [IEEE802.1X] > [Client Certificate] °

2. £ [Client Certificate] ¥ A JRH o

ERHECHEERESEMZE  ANERZER BTEER
T [Copy] °

FB7E [Copy From] RERIBIREE » AR

EPSON - -

Y T » IEEEBOZ 1 - ISmAE

ki ETHAET , ARCA BEESTEE | LMESam,
REGE S
RuR AFEaE
Henm s
1 £ |
MR LEE S50 TLSHRE i
H s
H W FinmEsEHE
Skl R e i
Es5UTLS E Fill (FEM Fat (DER)
EHiPsec iR
BIEEESD2.1X
ax
[II:—"IE" -

s ' [

C5H

H B
H @R B
H EEwmRaE

BESIE
DS Prargs
Ui, Ld g
HLMEE Rt Combicale IR
L =k
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ERAREEMERZE2MRE

MHEAE
=» 25228 “17Hl Web Config”
» 5558H “HUSIE A CA BBRE"

RFER R 2RI E

ZERLEMRTE
EEEYSELZEIERIE (W IPsec/IP EFIZE DY IEEES02.1X) IF » AlAE S A AE RN TN E L BN MAREHEM

HEREBEM - WRBIEBEN - FERZEUREUHHEEBRETRE » RATEERE
H o

EREFIERERZ M6

&R LAE AR T RR AV IE B E MRS A IPsec/IP BR32EX IEEEB02.1X °
1. BHE [RRE] > [RBERE]

2. BHEBERE] -

3. EEEFEAMEE -
Q [IPsec/IP ERiE]
[ [IEEE802.1X]

4. BARTTRGIER - BRI (A& -

{# FA Web Config BR Z &= Ihee

$H¥1 IEEE802.1X » RIREEEE RS LIFRKE o WA MIF MR AVESIEMRIET MZIhEE -
EHH IPsec/IP B iE - MMREWRERTFIEE - AFHZAINEE -

f# F Web Config & F IPsec/IP EF i

1. 7£EY Web Config * AR EY [Network Security Settings] > [IPsec/IP Filtering] > [Basic] ©
2. 7 [Default Policy] # » 3B [IPsec/IP Filtering] &Y [Disable] °

3. T [Next] » AEHEFAEAFAARAIERR [Enable this Group Policy] °

4. T [OK] °

HEAER
=» 5228 “17Hl Web Config”
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ERAREEMERZE2MRE

EAARRZ 2 M ENREE

SRELAHAER

5/ Web Config EF B E S48 -

EESTF L 5FH Web Config @ A2 2 E [Network Security Settings] > [IPsec/IP Filtering] > [Basic] >
[Default Policy] 2% [Group Policy] °

EREERAHAATRE  FRERLERELLAER -
MEEAER

=» 25228 “17Hl Web Config”

L FE A IPsec BAEITE

ERRERBEATIIENEEL?
RHBEXEUATERE -

m#EGE=N EEE
IKE tn&EE £ AES-CBC-128 ~ AES-CBC-192 + AES-CBC-256 * AES-GCM-128* + AES-
GCM-192* + AES-GCM-256* ~ 3DES
IKE B B &L SHA-1 » SHA-256 * SHA-384 * SHA-512 » MD5
IKE S8 TIWEEE DHE¥4H 1 - DHE##H 2 - DHEf4H 5~ DH B#4 14 - DH B¥#4H 15 - DH B4

16~ DH 48 17 ~ DH #4218 ~ DH &¥4H 19 * DH 240 20  DH E¥4A
21 - DH E##H 22 - DH B$4H 23 - DH &%4H 24 - DH £%#H 25  DH E¥#H
26 ~ DH B¥#H 27* » DH B¥4H 28* ~ DH Bf4H 29* + DH &¥4H 30*

ESP INZEE X AES-CBC-128 + AES-CBC-192 » AES-CBC-256 + AES-GCM-128 ~ AES-
GCM-192 + AES-GCM-256 ~ 3DES
ESP SR E & L SHA-1 » SHA-256 ~ SHA-384 ~ SHA-512 » MD5
AH BB E L SHA-1 » SHA-256 + SHA-384 ~ SHA-512 ~ MD5
* {EE AR IKEv2
HEER

» F668 “{FH IPsec/IP ERE IR AVIE

EARELEITEA

FHENPUARTENICEE?
£ A 2R R R HIEARF A IPsec ©
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ERAREEMERZE2MRE

WNER DHCP #BHA ~ EXTRAE ~ IPv6 (LB HASL S REVAS IPve {3k » BI T gEH T2 ST EH1R #1882 Web
Config ([Network Security Settings] > [IPsec/IP Filtering] > [Basic] > [Group Policy] > [Local Address (Scanner)])
BEEHY 1P {3k o

£ FAERRE IP (it

BN IPUUREEYNRECEE ?
RS A= B E MR Z A IPsec ©

2N5R DHCP BHA « EXRIE - IPv6 [ B HASK 1= ARENAS IPve fu ik - BIATREIR T2 &+ £ 7 38 2 Web
Config ([Network Security Settings] > [IPsec/IP Filtering] > [Basic] > [Group Policy] > [Remote Address(Host)])
B8RV IP 3L ©

fE FAERAE P (it o

HERER
=» 55228 “17Hl Web Config”
» £66E “FH IPsec/IP EREMZRYE

BLE IPsec/IP EF BB EIEESR

REETRENER -
R HRAVESEMR L FR Psec/IP B - EIRIFHRREENR - ARBRBIET IPsec/IP BHERTE ©

MEEAE

» $F668 “{FH IPsec/IP ERE IR AE

£ E IEEE802.1X 2 B EFHUEN R M 15 1 35

RETHETERE -
REF MBS = H E AR Z A IEEE802.1X o EIZF WS E RN - AR BIXELE IEEE802.1X ©

FHEAE
w» £578E “HEiE IEEE802.1X #IRK”

£ A RRE AV EE

EEEA CAREBERE

CAEEBRFBHECR LNEMRSHERF?
ECAEBREHCRZEHEBNWERN » BISEEA CSR ELUTIER
0O REERBBRREANZTABHERERNEES ?

BRE CSRNEN - AR BRHREANZEEHERERNEES o
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ERAREEMERZE2MRE

O REEHEECREXZEBESHENE  BETCHEZREMENCSR?
FE1EF CSREFHE CAREBRRE °

CAEBERRBRAHEB5KB?
TEEEABBSKBH CASEERE -

BREEAZBRAER"?
B o BEEE NRE ©

HEREE
» $F60E “EACARERE

BLEEHMERBERE

2B E&&H A Common Name ?
& ZEE A [Common Name] °

BEE CommonName A T FAXENF L ?Hl0 AN AXE -
TEIPv4 ~ IPv6 ~ EHEEZFEE FQDN & =E A 1 £ 128 {E ASCII (0x20-0x7E) T ©

2757 Common Name H I AR K=K ?

EHAIZY 0 [Common Name] A K —¥  HERAEERZ AN RWA—BEH - BIGREH
o

HaEE,
» E63E ‘FHERFBRE
LB YT CSR

R BB L& A Common Name ?

& 24788 A [Common Name] °

=& 7E Common Name, Organization, Organizational Unit, Locality, State/Province I A T R X BHF T ? fl
W, XY FREHE -

TEIPv4 ~ IPv6 ~ EHEATED FQDN & # A ASCII (0x20-0x7E) F 7T ©

=& Common Name N AE IR =4 ?

ZHAZI © [Common Name] ERZED K —¥ - EREREER AR 2 EBMA —HZEWH - QIS 4EEHE
R o

MEEAER
=» £58H “HUS CARERE"
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BRETREEBEES

ERAREEMERZ2MRE

HE

ER/BRREE

Enter a Server Certificate.

RA :

BREREBER ANERE -
fRSRITE ¢
BIEERIIET [Import] °

CA Certificate 1 is not entered.

FEA :

CARE 1 REA » EBWACARE2-
BRI

HEACATE1 -

Invalid value below.

FR :
RREER/IAEBEETIENFTT
BRRTTE -
BEHEHHEBWAERNTT

Invalid date and time.

FER :

2 RERE R B8R A0 B BREERF R o

BRRTTE

{8 FA Web Config 5 EpsonNet Config 3% 7€ A HiE2RF RS o

Invalid password.

REA :

B CABREMRENHBRMANTB -2 -
BRRTTE -

) A IEFERYEZHS o

Invalid file.

FEA :

R BEA X509 A MVRBER -

RT3
BELREARACENEIREEVIZBNERESE -

RE :

TEAMBRAK - BERNLERASKB
R

LREBIRMOER  AIBRFTRCEBRIRAEN -

RE :

BEPESNEEEY -

BRRTE

WMERFNFAEN BRI REENLHFEL -
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EEEFEAHA

ERAREEMERZEZMRE

M

Cannot use the Server Certificates that
include more than three CA
certificates.

RE/MRRTT*E
RR :
PKCS#12 M RREREES 3 BEU LN CARE -
FRRTTE

1t£ PKCS#12 ¥\ B AL PEM N BEASEERE  IEARZEF 2ECAR

EHI PKCS#12 IR BERER -

The certificate has expired. Check if the
certificate is valid, or check the date
and time on the product.

RH :
BB o

70~ Bz
fRRTTE
Q FRFHEH

BHY - EEVSIE A FTHURE o
O ERBREBH

FAEEC ERRERF R0 0 MR -

Private key is required.

BRHE :

BELECEENLESE o

BRSRIT I -

0 EHRFER PEM/DER RN ALEAEMME CSREUS © BEELBEHBER -
O BRFH PKCSHI2 BRAFEAEE CSREVS @ FEEEERESH/NE

%ﬁ}

RE :

B EHE A Web Config #£ CSR EXfS# PEM/DER R ©

RIRFE

B FE A PEM/DER & I 45 FH Web Config # CSREUS » BB REEE A —X o

Setup failed. RE :
AR FESREEN - EANBMAN > FEERAH - LHERMEAER - E3E
EERBE ©
RIRFE
BEREETWERRBME  EFEAER -
HEAER
» %£58EH ‘BANREFRE"

BIMHER CA EBBE

EERERENHEOER?
EERBBOESR

4+

HEREE
» £628H ‘MR CARBER
» 608 “EACAREBEESE

! 'ﬁi%ﬁ[]\ %u
= EUE YRR FE A Web Config I H CSR » IREEEHE A C MIBRAVERRE o

o

o F3 CSR WHVSHTEE o
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